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AMENDMENTS tO TTOE CLAIMS 

This listing of claims will replacse £ill prior versions, and listings, of claims in the 
applicatiorL 

Listing of Claims: 

Claim 1 (Currently Amended): A method for o p o mting a oomputor comprising: 

sensing whether a storage device has devrce-spectfie securiiy information stored thereon; 
operating ^ a computer in a full-access mode when the storage device has the device- 
specific security informatio n, herein in the full-access mrxie the computer permits 
both read and write access to the storage device : and 
operating the computer in a restricted-access mode when the storage device does not have 
the device-specific security informatio n, wherein in the restricted-access mode 
ppmputer perxoits read access to the stora ge device and prevents write access to fh^ 
storage device . 

Claim 2 (Currently Ameoded): The method of claim 1 , wherein operating the computer in 
a fuIJ-access mode includes automatically encrvnti^,^ anrf decrvpting a data stream betw^ftn thf> 
computer and the storage device bv the following- 

enciypting digital data to be written to the storage di ^evice fiom tJie crtmp iitftr^ and 
decrypting digital data read ftom the storage devic e bv the computer . 

Claim 3 (Original): The method of claim 2, wherein the digital data is encrypted and decrypted 
using a cryptographic key generated fiom format information for the storage device. 

Qaim 4 (Original): Tbt method of claim 2. wherein the digital data is encrypted and decrypted 
usmg a cryptogr^hic key generated from information etched on the storage device during 
manufacturing. 
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Claim 5 (CWginal): The method of clain] X whereb the digital data is encrypted aod decrypted 
using a ci>ptographic key generated from iJDformalion specific to a removable media drive used 
for accessing the storage device* 

Claim 6 (Original): The method of claim 5, wherein the drive-q)ecific infotmation includes a 
drive serial number. 

Claim 7 (Original): The method of claim 5, wherein the drive-specific information includes 
calibration parameters for the drive. 

Claim 8 (Cancelled). 

Claim 9 (Currently Amended): The method of claim I , wherein opeming the computer in 
[[a.]] ±e fiill-access mode mcJudes permitting ^ a user to access sensitive data stored on a 
remote computer* 

Claim 10 (Currently Amended): Tlie method of clahn I, wherein operating the computer in 
[[a]] 4e foil-access mode includes permitting the user to access a second storage device. 

Claim 1 1 (Currently AmeDded): The method of claim 1 0, wherein operating the computer in 
li^]] &g foil-access mode includes decrypting digital dato read from a second storage device 
using a cryptographic key generated from the device-specific security infonnation* 

Claim 12 (Original); The method of claim 1^ wherein sensing the storage device is performed 
when a status change is detected for the storage device. 

Claim 1 3 (Original): The method of claim 12, wherein flue status change indicates the insertion 
of the storage device into the computer. 

^3^ 
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Claim 14 (Original): The method of claim 2, wherein the digital data is ejicxypted and d^rypted 
using a cryptographic key generated from security information written to the storage device 
during low-level foimattiDg* 

Claim 1 5 (Original): TIae method of claun 2, wherein the digital data is encrypted and decrypted 
using a cryptographic key generated from a unique identifier stored w).thin an electronic circuit 
embedded within the storage device. 

Claim 1 6 (Currently Amended): A method for accessing a forage device comprising: 
detecting a storage device witJiin the storage drive; 

sensing wbetlier a storage device has device-specific security information stored thereon; 

providing full-access to tlie storage device p e rforming at lea$t -tl> e- lblto\vin^ - w hen tlie 
storage device has the device-specific security information bv: 

enciypdng digital data using the security information during a write access to 
write the digital data to the storage device^a and 

decrypting digital data using the security information during a read access to read 
the digital data from the storage device; jnd 

providing restricted-access to the storage device when due storage device does not store 
t fr e-devj.ce:pp.eci fic jse c urity .i^fQ^nation by preventing the digital data fro3?i bein^ written to the 
storage de^ace. during the write access . 

Claim 17 (Original): The metliod of claim 16, wherein encrypting tlie digital data includes 
generating a cryptographic key as a function of format characteristics of an underlying storage 
medium of the storage device. 

Claim 1 8 (Origjnal): The method of claim 16, wherein encrypting the digital data includes 
generating a cryptographic key as a function of a unique identifier stored within an electromc 
circuit embedded within the storage device* 

-4- 
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Claim 19 (CanceUed), 

Cl£um 20 (Currently Amended): A method for cootroUing accessieg tg a storage device 
comprising: 

detecting a storage device within a fte storage drive; 

sensing whether Ae a storage device has devico s pccifio G ecurity information gtorod 
th^eea generated from a combinatio n of device-specjjfiic information associated with the storag e 
device and user-specific information associated with a usen 

configuy^) fi t he storage drive to t?revent write access to tiie storage device when th e 
securitv information is not sensed- and 

configuring the storage drive to per mit write access bv encrypting digital data using the 





do^^GO ripooifio security mfoxmation ajpd vmting ti^e^en enacted dig^ data to the storage device 
when tlie s torage dovioo has the dbvioo spocifi e-security infonnatio n is sensedj -ag^ 
^"fetg- lfe e e nc f yp te d - digitaJ data t e^fee-ste rog e d e v ie g . 

Claim 21 (Currently Amended): The method of claim 20, wherein enciypting digital data 
using the i & si o o cp o oifio -security information comprises g enerating a cryptographic key as a 
function of l ow-level format information for the storage device. 

Claim 22 (Currently Amended): The method of claim 2et[l]], wherein encrypting digital 
data using the deviee-^eeiSe^ecurily information includes generating a tiie cryptographic key as 
a fnmction of Ae.user-specific see«5i^informatioa 

Claim 23 (Currentiy Amended): The method of claim 20[[2]], wherein the user-specific 
seeiffify-information is a password. 

Claim 24 (Currently Amended): The method of claim 22[[2]]. wher^n the user-specific 
seoarify irjfonnation is biomctric information* 
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ClaxTD 25 (CiOTcntly Amended): The method of claim 24, wherein the biomotio biometric 
information is digital output from a retina scanner or a jSngeiprint scan- 

Claira 26 (Origioal): The method of claim 2 1 , wherein the fotmat infonnation includes a 
primary defect list. 

Claim 27 (Original): The method of claim 2 1 , wherein the format information include one or 
more logical block addresses. 

Claim 28 (Original): The method of claim 21, wherein generating the key includes computing 
an arithmetic sum of the format information. 

Claim 29 (Original) : The m.ethod of claim 2 1 , wherein generating the key includes evaluating a 
polynomial, using the format information as data for the polynomial. 

Claim 30 (Original): The method of claim. 20, wherein writing the encrypted digital data 
includes writing the encrypted digital data to a removable storage medium. 

Claim 3 1 (Original) : The method of claim 30, v^erein writing the encrypted digital data 
includes writing the encrypted digital data to a data storage diskette. 

Claim 32 (Currently Amended): A method for securely accessing a storage device within, a 
storage drive comprising: 

retrieving drive-specific information from the storage drive _and dgvice-specif^ c 
infonnation from a stora^ device! 

generating a ciyptographic key as a fimction of the drive-specific infonnation and the 

device-specific information : and 
cp;;ifif?uring the storage.drive to automatically provide fiiU-access to the storage device hy- 

-6- 
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{aLduring a write access to the storage device, enctypting data usiiig the 
cryptographic key and writing the enoypted data to the storage device via the storage 
<^rive[[;]], and 

ibldurii;g a read access to the storage device, reading encrypted data from the 
storage device and decrypting the data usbg the cryptographic key. 

CJaim 33 (Original): The method of claim 32, wherein the drive-specific information includes 
drive serial number. 



a 



Claim 34 (Original): The method of claim 32, whereh the drive-specific information includes 
calibration parameters for the drive. 

Claim 35 (Original); The method of claim 34, wherein the calibration parameters includes 
configuration parameters for read and write circuitry internal to the storage device. 

Claim 36 (Original): The meffaod of claim 35, wherein the calibration parameters sue selected 
from tlie following set of calibration parameters for the storage drive: tiackmg parameters, a r«ad 
channel boost, frequency cutoff values, read threshold values, alignment values, optical 
alignment correction fectors and analog to digital conversion calibrations. 

Claim 37 (Currently Amended): A method for securely accessing a plurality of storage 
devices within ^ -s toroge drive comprising: 

retrieving format information from a first storage device; 

retrieving format information from a second storage device: qb4 

generating a cryptographic key as a function of the format information for the first storage 
device and the format infonnation for the second storage device : and 

cpntroHmg access to the ^rst and second storag e devices wirii the crvDtnPi^p T.^r. 
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Clairo 38 (Currently Amended): The method of claim 37. and flmher inoluding wherein 
controlbn g accesses further deludes : 

encrypting data using the cryptographic key during a write access to either the fir^ 
storage device or the second storage device; and 

reading encrypted data and decrypting the read data using the ciyptographic key during a 
read access to either the first storage device or the second storage device. 

Claim 39 (Currently Am^ded): A method for operating a storage drive comprising: 
configuring the storage drive to operate in a read-only mode upon power-up; 
determining whether fee a storage device has device-specific security information written 

thereon; and 

configuring the storage drive to operate in a read/write mode when the storage device 
vrithin the storage drive has device-specific security information written thereoa 

Claim 40 (Currently Amended): The method of claim 39 and further including configuring 
the storage drive to operate in, a ttie read-only mode when the storage device within the stor€^e 
drive does not l^ave device-specific security infonnation written thereon. 

Claim. 41 (Currently Amended): The metliod of claim 39 and further including configuring 
tl;^e storage drive.tojreven^ all read and write access to the storage device when the storage 
device within the storage drive does not have device-specific security infoTmati.on written 
thereon. 

Claim 42 (CurrentJy Amended): A computer-readable medium, Iiaving computer-executable 
instructions for performing the method of: 

retrieving drive-specific information fix>m a storage driv e and device-specific information 
from a storage device : 

generating a cryptographic key as a function of the drive-specific information and the 

device-specific information : and 
configmin g t he storage drive to automatically provide fiill-access to the storage device bv! 

-8- 
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^during a write access to the storage device, encrypting data using the 
crxptographic key and writing the encrypted data to the storage device via the storage 
drive[[;]], and 

£b} during a read access to the storage device, reading encrypted data ftom the 
storage device and decrypting the data using the cryptographic key. 

Claim 43 (Original): The computer-readable medium of claim 42, wherein the drive-specific 
information includes a drive serial number. 



Claim 44 (Original): The computer-readable medium of claim 42, wherein the drive-specific 
information includes calibration parameters for the drive. 



Claim 45 (Cuirently Amended): A computer-readable medium havmg computer^xecutable 
instructions for performing the method of: 

sensing whether a storage device has security information stored thereon; 

operating *e a computer in a full-access mode wiien the storage device has the device- 
specific security information^ wherein in the fiill- access moHa th^ comnutiir p ^rmitc h»ti, 
and write a ccess to ^he fitorage device : and 

operating the computer in a restricted-access mode when the storage device does not have 
the device-specific security informatio n, wherein in the restrirted-access the comp if^ 
permitjs yead access to the storage device and prevents writft access to the storage device . 

Claim 46 (Cunenlly Amended): The computer-ieadabJe medium of claim 45, wherein 
iC^peiafing the "compihCT in a fo^^^ 

encrypting digital data to be written to the storage ^fe kdrive: and 
decrypting digital data read fixnn the storage device. 
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Claim 47 (QriginaJ): The computer-readabJe tnedivm of claim 46, wherein the digital data is 
encrypted and decrypted using a cryptographic key generated from formal information for the 
storage device. 



Claim 48 (Original): The computer-readable medium of claim 46, wherein the digital data is 
encrypted and decrypted using a cryptographic key generated from information etched into the 
storage device during manufecturing. 

Claim 49 (Original): The computer-readable medium of claim 46, wherein the digital data is 
encrypted and decrypted using a cryptographic key generated from injfbmiation specific to a 
removable media drive used for accessing the storage device. 



Claim 50 (Original): The computer-readable medium of claim 46, wlierein the digital data is 
encrypted and decrypted using a cryptographic key generated from ijoformation specific to a user. 

Claim 5 1 (Currently Amended): A computer comprising: 

a drive for accessing a data storage device having device:^E«ific.security information 
stored thereon; and 

a storage manager to selectively configure the eofflpHtef drive to operate in a full-access 
mode of operation or a restricted-access mode of operation as a fimctiott of the leceaat 
infoimntionoud d eyice-spedfic security information stored on the storage devic e, wherein in the 
fijil-acces? ipode the drive permits both read and w rite access tn the stor^e HPvtV... .nH 
re5tric^.ac«^ss m^de {he dri ve perm its r ead access to the, -dnrage device and prevents writP 
access to the storage device 

Claim 52 (Currently Am ended): The computer of claim 51, wherein the storage manager 
generates a cryptographic key as a fimction of the security information and when onemrinp in 
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Ml - -^cce^ mode automatically ericrvpte an d decfvpts a data stream assnciated with the reari anH 
aspte access! to Tfag ptoyage device doorypto date ototed on the tJtoTtiQC dwio o using the generated 
key. 



Claim 53 (Originfll); The computer of claim 5 1 , wherein the drive includes drive-spedfic 
infoimation stored in a non-volatiJe memory, and further wherein the storage manager generates 
a ciyptographic key as a fimction of the drive-specific information and deciypts data stored on 
the storage device using the generated key. 



Claim 54 (Original): The computer of claim 5 1 , wherein the storage device includes a serial 
number physically etched onto the storage device during roanufiacturing, and further wherein the 
storage manager generates a cryptographic key as a function of the serial number and decrypts 
data stored on the storage device using the generated key. 

Claim 55 (Original): The computer of claim 51, wherein the storage manager generates a 
ciyptographic key as a function of the format information and, user-specific information and 
decrypts data on the storage device using the generated key. 



Claim 56 (Original): The computer of claim 51, vfh&rsia the format information of the storage 
device includes a primary defect Ust. 



Claim 57 (Original): The computer of claim 51, wherein the format informati on of the storage 
device includes one or more logical block addresses. 



Claim 58 (Original): TTie computer of claim. 5 1, wherein the storage device is a removable 
storage medium. 
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Claim 59 (Original): Tlie computer of claim 51, wherein the storage device is a data storage 
diskette. 



Claim 60 (Original): The computer of claim. 5 1 , wherein liie storage device has a disk-shaped 
storage medium. 



Claim 61 (Currently Amended): A computing system comprising: 
a first storage device havlijg fonnat infoimation stored thereon; 
a second storage device having data stored thereon; and 

a software module executing within the computing system, wherein the software module 
selectively permits access to the data of the second storage device as a function of the format 
infomiation a B<kioourity information stored on the first storage device. 

Cl^m 62 (Original): The computing system of claim 61. wherein the first storage device and 
second storage device are operatively coupled to two different computers that are 
communicatively coupled via a network 

Claim 63 (Original): The computing system of claim 61, wherein the first storage device and 
second storage device are operatively coupled to a single computer. 

Claim 64 (Original): The computing system of claim 61. wherein the software apph'cation 
generates a cryptographic key as a function of the format information of the first storage device 
and decrypts the data of the second storage device usuig the generated key. 



Claim 65 (Original): The computing system of claim 61, wherein the software sqjplicatic 
generates a oyptographic key as a fimction of the format information of the first storage device 



ion 
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and format infonnation of the second storage device, and further wbercia the software 
^licatjon decrypts the data of the second storage device using the generated key. 



Claim 66 (Currently Amended): A computer comprising: 

a storage drive operating in a read-only mode upon povkrer-up[[,]]- 

a storage device operably coupled to the storage drive, wherein the storage device has 
devip9-ppecific format fleeari^ ioformation stored thereon; and 

a storage manager to selectively configure the storage drive to operate in a read/write 
mode as a function of the aeewi^ toat infonnation stored on the storage device. 

Claim 67 (Original): The computer of claim 66, Nvherein. the software application generates a 
cryptographic key as a function of the format information, verifies the security information on the 
Storage device using the generated key and, upon verification, configures the storage drive to 
operate in read/write mode. 
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